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1. WHAT IS MULTI-FACTOR AUTHENTICATION
(MFA)?

Multi-Factor Authentication (MFA) is a security control that requires more than one
method of verification to access departmental systems and data.

Instead of only using:

« Something you know (username and password)
MFA also requires:

« Something you have (your mobile phone with Microsoft Authenticator)
This significantly reduces the risk of:

o Password compromise

« Phishing attacks

« Unauthorized access to Microsoft 365 services

MFA is mandatory for all ECDoE Microsoft 365 users.

2. WHY MFA IS IMPORTANT

MFA:

o Protects departmental email and data

« Supports audit compliance requirements

» Reduces cybersecurity incidents

« Aligns with ICT Governance and risk management controls
Once registered, MFA prompts are minimal and only appear when:

» Signing in from a new device

» Changing locations

» Performing sensitive administrative actions
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3. MICROSOFT AUTHENTICATOR APP
REGISTRATION

The Microsoft Authenticator App provides the most secure verification method.

Download the app from:
» Google Play Store (Android)
» Apple App Store (iOS)

4. STEP-BY-STEP SETUP GUIDE

Step 1: Access Security Info Portal

On your computer, visit: https://aka.ms/mysecurityinfo Sign in using your ECDoE
email credentials.

My Sign-(ns °

Security info

Default sign-in method: Prane - text -1- )

Step 2: Add Sign-In Method
1. Click Add sign-in method
2. Select Authenticator app
3. Click Add

Add a method X

Authenticator app

Phone
7om -

Alternate phone
Cffice phone ‘:
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Step 3: Install Microsoft Authenticator

On your mobile phone:
1. Download and install Microsoft Authenticator
2. Open the app

3. Allow notifications when prompted

Microsoft Authenticator w

Start by getting the app
On your phone install the Microsoft Authenticator app [

Adter you install the Microsoft Authenticator app on your device, choose “Next!

t authentucator apg

Step 4: Add Work or School Account
1. Open Microsoft Authenticator
2. Tap Add Account
3. Select Work or School Account
4. Select Scan QR Code

= Authenticator : Microsoft Authenticator

Set up your account

Ready to add your W promipted o rstdizat ] 1ot
first aceount?

-+

] / Add work or school account

2agn W SCan U oo
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Step 5: Scan QR Code
1. On your computer, click Next
2. A QR code will appear
3. Scan the QR code using your phone
4. Click Next

1004

« 5S¢

<{ Scan QR code

Your account provider will display 2 QR code

Step 6: Complete Verification
1. A number will appear on your computer screen
2. Enter the same number in the Microsoft Authenticator App on your phone

3. Approve the sign-in request
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. Microsoft Authenticator *
o Let's try it out
Appeove the eatification we're sending to your app by entering the number shawn below.
= 60
Back
11:56 ¥
= Authenticator
Autofill via Authenticator ends in X
A uy2025
Here's how to keep using autofill and access
your saved info.
Continue
Are you trying to sign in?
HomeChoice South Africa Limiled
S 2homeachoice.co.za
@ ' Enter the number shown to sign in.
r
60
'
j Mo, s notme Yes
E Azure AD
@ NCWallet
NN v d N T
1 2 3
ABC DEF
4 5 6
GH! JKL MNO
7 8 9
PORS TUV wXxyz
0 &
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Step 7: Finalise Setup
1. Select Continue

2. Select Finish

Account added

TOu Can Now Juse

hes Qevace

a1

1

D Phone sign-in
Twg-step venfication
POt T 3t approva

@ Two-step venfication

¢ -Time Pasaw
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5. COMPLETION CONFIRMATION

Congratulations!

You have successfully enabled Multi-Factor Authentication. You will now be
prompted to approve sign-ins using your mobile device when required.

Sign-in with your phone

SI00 uBIng your PASSWO, and S sign 0 secunely witt
Kacroso® Authenticatcr Complete the steps below to
enabie phone sign-n

Device reg*strahoc

Your i1 gapariment reQures you (o regist

%0 R can b ] 10 AoCHus

"‘-. Zational resources
Set passcode

A device passtodse or Face 10 o required Y

st QU 10 Settings 1o enatie

-

Yours in Quality Education. ..

ICT SUPPORT
If you experience any issues during setup:

Contact: ICT Service Desk
Email: ServiceDesk@ecdoe.gov.za
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